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(54) Remote monitoring system 

(57) A data processing system for printing print jobs 
originating from workstations on a computer network, 
for copying copy jobs and for scanning scan jobs to the 
workstations, the data processing system comprising a 
multifunction peripheral (MFP) (110a) and a Host 
(110b). 

The MFP (110a) is for printing, copying and scan- 
ning, the multifunction peripheral and comprises a 
paper tray (270), a display (280), a user input device 
(285), a first processor (235), a first data storage device 
(290) for multifunction peripheral program storage, a 
second rewritable data storage device (255) for short 
term storage and a third non-volatile rewritable data 
storage device (245), a first communications interlace 
(215) and a first clock for generating a first clock signal 
to the first processor (235). 

The Host (1 10b) is for sending print jobs to the mul- 
tifunction peripheral (1 10a) for printing and for receiving 
scan jobs, the Host comprising a second processor 
(230), a fourth rewritable non-volatile data storage 
device for storing Host programs and data and a fifth 
rewritable memory (220) for short term storage, a sec- 
ond communications interface (210) coupled to the 
communications interface (215) of the multifunction 
peripheral (1 10a) by a communications channel (205), a 
third communications interlace for communicating with 
a remote monitoring computer and a first clock for gen- 
erating a second clock signal to the second processor 
(230). 

The MFP periodically stores its status information 
and the Host periodically receives this status informa- 
tion and stores it in a database in the Host. A technician 
may select some or all of the information to be provided 



to the technician on the occurrence, of a number of trig- 
ger conditions. The technician may set the trigger con- 
ditions from any of the reportable status conditions. The 
Host automatically will connect to a remote monitoring 
computer designated by the technician and provide the 
selected information. The Host can also safe the 
selected information to a removable storage medium. 
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Description 

BACKGROUND OF THE INVENTION 

5 1. Field of the Invention 

The present invention relates generally to methods of scheduling and facilitating maintenance and repair of elec- 
tronic equipment, and more particularly to devices such as multifunction peripherals which have advanced self-moni- 
toring capabilities. 

10 

2. Description of Related Art 

In a typical networked multi-user computer environment a number of individual workstations are linked together 
through a network, usually a local area network (LAN). Also linked on the LAN are one or more peripheral devices such 

75 as printers, facsimile machines, scanners or plotters. One or more file servers are also linked to the network and serve 
to manage allocation of the devices to workstations which request the use of the devices. The allocation procedures 
typically involve accepting requests, determining the address of the device requested, maintaining queues, establishing 
priorities and relaying data from the workstation to the device. 

Typically when a workstation user wishes to determine the status of a device that is networked on a LAN, the 

20 method available depends upon the intelligence of the device. The earlier generation of peripherals were "unintelligent," 
or perhaps, better "uncommunicative." They accepted data from the LAN and processed it according to instructions, but 
were incapable of relaying status information back to the LAN. A workstation user, concerned about the status of a 
device to which he or she had sent a job, would have to leave the workstation to physically examine the device. 

A server, such as a file server or a print server, might be able to provide some information regarding the status of 

25 a print job. However, this status information related to the status of the print job in a print queue, and the print queue 
was neither created, maintained nor serviced by the printer. If a print job was removed from the print queue, one could 
infer that the printer was handling the print job. However, the status of the print job as it was handled by the printer could 
not be ascertained. For example, absence of a print job from the print queue could mean that the print job was com- 
plete, or it could also mean that the printer had received the print job into its buffer and was still processing the print job. 

30 Other features of such a print queue manager were reprioritization of print jobs and deletion of print jobs. 

More recently, peripheral devices such as printers have become available which are able to determine and relay 
information concerning their status through a communications port, such as a network interface card (NIC) or a printer 
(LPT) port. Thus, information concerning the printer's such as its device information (the manufacturer, command set 
and model of printer), the identity of the job it was currently processing, the status of its paper bins, ink supply, etc. which 

35 might be displayed on the printer's display panel, might be also relayed to a computer linked to the peripheral devices 
through a communications link An example of this is the Lexmark Optra printer which provides identification data as 
well as other information as to status. However, querying the device and performing status checks slows the perform- 
ance of the printer. 

More recently, peripheral devices have become available which are able to perform a number of related functions. 
40 These devices are known as multifunction peripherals (MFPs). 

The Telecommunication Industry Association (TIA) has provided an MFP interface standard known as the IS-650 
Multifunction Peripheral Industry Interface Standard, Level 1 (MFPI-1) specification version 5.5. According to this stand- 
ard, an MFP is: 

45 Computer equipment used to scan, print, facsimile transmit, and/or copy documents. It also may have the capability 
to provide data modem and other voice telephony services. The MFP may be an integrated unit or may be several 
discrete units that are interconnected on the same communication channel to the Host or interconnected using sev- 
eral different channels. One or more of the subsystems may be omitted from the MFP. 

so A "Host" is any terminal or computer capable of providing commands and data to operate a peripheral. In practice, 
a Host is a computer of any size, or a group of network nodes on a given local area network. A "subsystem" is one of 
several logical peripheral units, such as printer, scanner, fax-data-voice (FDV) modem, internal memory, stand-alone 
controller (SAC), operator console and others which may exist in the MFP. The Host and the MFP communicate through 
a "channel." 

55 An MFP can operate in stand-alone mode, wherein two or more subsystems are used without interaction with the 
Host. One example of this is copying. Stand-alone operations may occur at the same time that the Host is accessing a 
different subsystem for a Host-controlled operation. 

In a networked system where many workstations are sharing peripherals, the use of a multifunction peripheral is a 
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mixed blessing. On the one hand, rather than providing, for example, two different scanner functions (one for reading 
documents for facsimile transmission, one for reading documents for copying) and three different printing functions (one 
for printing computer generated documents, one for printing documents received through facsimile transmission, and 
one for printing documents that have been scanned in for copying), a single scanning function and a single printing 

5 function perform the work of printer, copier and facsimile machine. On the other hand, the single multifunction periph- 
eral is used at least as often as all of the individual devices would have been used alone. Previously, where there was 
one user wishing to print a document, one user wishing to transmit a document via facsimile, and one user wishing to 
copy a document, each would ordinarily each have directed his or her task to a separate machine, and thus not interfere 
with one another. If any one of these devices was inoperable, the others could perform unimpeded. With a single 

10 machine performing all three functions (in our example), maintenance and prompt repairs are more important to ensur- 
ing the productivity enhancing capabilities and cost savings of the MFPs. 

It is important in the operation of complex electronic equipment, such as MFPs, to maintain the efficiency and pro- 
ductivity of the machine. Machine downtime due to various conditions such as break-downs, malfunctions and errors 
due to normal wear and tear severely impact machine productivity. In addition, locations with multiple machine opera- 

15 tions are often without an immediately available repair and maintenance technician. The machine may be in a geo- 
graphically remote location, or a responsible technician may be working on another machine. It is important for 
efficiency to reduce machine down time and to improve the efficiency of technician time spent in monitoring and cor- 
recting the machine operation at a specific location. 

There has been general recognition of the need to notify someone when a machine needs relatively minor atten- 

20 tion. For example, notification methods and systems abound for replenishment and exchange of expendable supplies, 
parts and the like. These include warning systems which sounds an acoustic warning when any one of a given set of 
running conditions is exceeded or departed from. In other systems , a transmitter coupled to the machine operates to 
separately sense different conditions of the machine and transmits separate signals corresponding to the sensed con- 
dition of the machine. However, as mentioned, these systems are generally directed to notifying a user or key operator 

25 of conditions which can be handled by them. 

Furthermore, these systems generally add considerable expense to the machines. The benefits of remote monitor- 
ing may not be desired by all purchasers of the machines. Thus, add-in boards and add-on devices are typically pro- 
vided only when purchased separately. Because of the high cost of development of the special-purpose devices and 
the limited market size, typical remote monitoring systems are expensive. Because these devices are separate from the 

30 machine, they also are made of parts which themselves may malfunction. These devices also typically require separate 
power supplies. 

It would be desirable, therefore, to minimize machine downtime and provide the capability of rapid technician 
response to machine requirements and for the technician to be able to pre-select the machine conditions requiring 
notice. It would also be desirable to be able to immediately alert a technician at a remote location for fast response and 

35 to be able to identify for the technician the status or condition of the machine that provided the notification. 

It is an object of the present invention, therefore, to provide a new and improved technique for notification of a tech- 
nician remote from a machine of the need for machine assistance. It is still another object of the present invention to 
notify a remote technician of the type of assistance required to maintain machine productivity. It is still another object of 
the present invention to allow the pre-setting of conditions demanding automatic notification to a remote technician. It 

40 is a further object to provide an efficient and inexpensive means for scheduling preventive maintenance. It is a further 
object of the invention to provide these benefits without requiring add-in boards or add-on devices, and by providing 
these capabilities at a modest incremental cost These objects and others are provided by the system and method of 
the present invention. 

45 SUMMARY OF THE INVENTION 

The previously described objects are achieved in a data processing system comprising an MFP and a Host, 
wherein the MFP periodically stores its status information and the Host periodically receives this status information and 
stores it in a database in the Host. A technician may select some or all of the information to be provided to the technician 
so on the occurrence of a number of trigger conditions. The technician may set the trigger conditions from any of the 
reportable status conditions. The Host automatically will connect to a remote monitoring computer designated by the 
technician and provide the selected information. The Host can also save the selected information to a removable stor- 
age medium. 

Still further objects and advantages attaching to the device and to its use and operation will be apparent to those 
55 skilled in the art from the following particular description. 
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DESCRIPTION OF THE DRAWINGS 

These and other advantages of the present invention are best understood with reference to the drawings, in which, 
in varying detail: 

5 

Figure 1 is a block diagram of a LAN in accordance with the invention. 

Figure 2 is a blockdiagram of a data processing system including a Host and an MFP in accordance with the inven- 
tion. 

Figure 3 is a conceptual block diagram of the data processing system of Figure 2. 
10 Figure 4 is a flow chart of a Host process in accordance with the invention. 
Figure 5 is a flow chart of an MFP process in accordance with the invention. 

These and additional embodiments of the invention may now be better understood by turning to the following 
detailed description wherein an illustrated embodiment is described. 

15 

DETAILED DESCRIPTION OF THE INVENTION 

Throughout this description, the preferred embodiment and examples shown should be considered as exemplars, 
rather than limitations on the apparatus and methods of the present invention. 

20 Referring now to Figure 1 , there is shown a block diagram of a LAN 1 00 in accordance with the invention. The LAN 
100 includes a file server 120, workstations 150, printers 180 and a Host 1 10b coupled to one another via network com- 
munications lines 160. The file server 120 and workstations 150 are preferably those well known in the art, such as 
computers having Intel Corporation (Santa Clara, California) microprocessors and running Microsoft Corporation (Red- 
mond, Washington) Windows operating systems. An MFP 110a is coupled to the Host 110b. The LAN 100 may also 

25 include hubs, routers and other devices (not shown). 

There is also shown a remote monitoring computer 170 coupled to the Host 1 10b by a public switched telephone 
network 130. The remote monitoring computer 170 and public switched telephone network 130 are not part of the LAN 
100. The remote monitoring computer 170 is preferably generally as known in the art having an Intel microprocessor 
and running Microsoft Windows, but also having special programs for interaction with the Host 1 10b as set forth below. 

30 Before proceeding further, a few terms are defined. By "file server," it is meant a computer which controls access 
to file and disk resources on a network, and provides security and synchronization on the network through a network 
operating system. By "server," it is meant hardware or software which provides network services. By "workstation," it is 
meant a client computer which routes commands either to its local operating system or to a network interface adapter 
for processing and transmission on the network. A workstation may function as a server by including appropriate soft- 

35 ware, and may be for example, a print server, archive server or communication server. By "software" it is meant one or 
more computer irtterpretable programs and modules related and preferably integrated for performing a desired function. 
A "multifunction peripheral" is a peripheral which provides the functions of more than one peripheral, and typically pro- 
vides printing and at least one of: copying, scanning and faxing. 

Turning now to Figure 2, there is shown a block diagram of the data processing system comprising the MFP 1 1 0a 

40 and the Host 1 10b. The MFP 1 10a preferably comprises a high output digital copier having a communications interface 
215 preferably SCSI) and a hardware and software interface which allows the MFP 1 10a to receive rasterized print jobs 
from the Host 1 1 0b, manage the print jobs as well as its own copy jobs, and print the print jobs. The hardware includes 
a non-volatile data storage device 290 (preferably ROM or EPROM) and processor 235 in which programs are stored 
and run, respectively, for controlling the functions of the MFP 1 1 0a The MFP 1 1 0a preferably also includes a short term 

45 rewritable data storage device 255 such as a RAM. The MFP 1 10a also includes a non-volatile rewritable data storage 
device 245 such as an NVRAM for storage of various information, include information regarding the status of operation 
of the MFP 1 10a. The MFP 1 10a includes standard components including automatic document feeder 275, paper bin 
270 and paper output tray 295. 

The MFP 110a includes a non-fixed display 280, preferably an LCD, and user input device 285, such as button 

so switches. The MFP 1 1 0a has user interface software stored in the data storage device 290 which is responsible for dis- 
playing information on the display 280 and interpreting user inputs from the user input device 285. 

The Host 1 1 0b preferably comprises a server such as a computer having an Intel processor 230 and running Micro- 
soft Windows NT. To maximize efficiency, there is preferably a one-to-one correspondence between Hosts and MFPs. 
In conjunction with the processor 230, the Host 1 10b has a short term rewritable data storage device 220 (preferably 

55 RAM) and a non-volatile rewritable data storage device 240 (preferably a hard disk) as known in the art. The Host 1 10b 
further includes a communications interface 210 through which the Host 110b communicates with the MFP 110a 
through a channel 205. Preferably, the communications interface 210 is configured as a SCSI host. The Host 1 10b fur- 
ther preferably includes a fax/modem 260 for sending and receiving faxes via telephone lines 130 and for communicat- 
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ing with the remote monitoring computer 170. The Host 110b includes management software stored in the long term 
data storage device 240 for managing print jobs, tax jobs and scan jobs. The Host 1 10b rasterizes print jobs from the 
LAN 100 into print data (a form native to the MFP 1 10a) and transmits the print data to the MFP 1 10a via the commu- 
nications channel 205. The Host preferably also has a removable storage device 250 such as a floppy drive which uses 

5 a removable storage medium such as a floppy disk (not shown). 

Referring now to Figure 3. there is shown a conceptual block diagram of the data processing system of Figure 2. 
The MFP's processor 235. under programmed control, is responsible for monitoring the condition of the MFP and 
updating a status information table stored in the non-volatile rewritable data storage device 245. The MFP's processor 
235 operates in accordance with a clock 310 in the MFP 1 10a. Table 1 below sets forth a list of the MFP status condi- 

w tions which are preferably included in the status table. 

Preferably, the processor 235 monitors the user input device 285, and upon a predefined entry in the user input 
device 285. the processor 235 displays the selected status information from the data storage device 245 on the display 
280. 



Table 1 



Status Condition 


Value Range 


Initial 
Value 


Comments 


Date/Time setting 


12chars 




YYMMDDhhmmss 


Version 


0-2 


0 


0:EUR1:US 2:JPN 


Time mode(Auto clear) 


0-10 


3 


0: Disabled 

1-10: Setting x 15 seconds 


Service personnel 
telephone number 


lOdigits 






PM counter setting 
value 


0-999,999 


0 




PM counter current 
value 


0-999,999 


0 
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Matus condition 


Value Range 


Initial 
Value 




ADU/main unit cassette 
installation status 


0-2 j 


0 


0: Without ADU/ 
main unit cassette 1 

i . Main unit cassette 1 
installed 

2: ADU installed 


PFP installation status 


0 


0 


0: Without PFP 
1* PFP 1 
2: PFP 2 
3: PFP 3 


MAX9 


0 


0 




Print priority order for 
interrupt copy and fax 
memory full 


0 


0 : 


0: Interrupt copy 
1: Fax memory full 


Electronic total counter 


0-999,999 


0 




A3/LD double count 


0 


0 




C7 counter 


0-3 


0 




Drum life counter 


0-999,999 


0 ; 


Reset only possible 


Electric current time 
counter 


0-999,999 


o i 


Reset only possible 


(synchronous with total 
counter) 


0-090 000 


0 1 


Re^et onlv nos^ihle 


Developer counter 


0-999,999 


0 


Reset only possible 


Drum electric potential 
control (counter 
correction) 


0-1 


1 




Pre-run starting time 


0-15 


6 




Pr*<*_f*iiTi /M"\^ ration tinriA 

i re-run upcioiiun nine 




0 




Fixing temperature 


0-24 


18 




Change amount of 
fixing temperature 
during 

PRINTING --> READY 


0-6 


0 




Fixing temperature 
in the power save state 


0-24 


0 
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Status Condition 


Value Ranpe 


Initial 
Value 


Comments 


5 


Fixing temperature 
for thick sheets 


0-4 


0 






Setting of transfer and 


0-3 


0 




10 


sheet separation 
correction conditions 










Black strip between 


0-4 


o 






papers 








15 


Drum electric potential 
control (temperature 
correction) 


0-1 


1 






Laser power correction 


0-255 


127 




20 


values 








APS Carriage start 
timing 


0-15 


0 






ADF switchback 


0-1 


0 




25 


Cassette priority 
selection 


0-6 


0 






Image mode default 


0-2 


0 






Photo mode setting 


0-1 


0 




30 


Intensity default for 
photo mode 


0-1 


0 




JO 


Intensity default for 
standard mode 


0-1 


0 




Intensity default for text 
mode 


0-1 


o 




40 


Enlargement/reduction 
random interpolation 


0-1 


0 




Image mode default 


0-1 


0 






Photograph mode 


0-1 


0 






setting 








45 


Intensity default for 
photograph mode 


0-1 


0 






Intensity default for 
standard mode 


0-1 


0 




50 


Intensity default for text 
mode 


0-1 


0 





55 
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Status Condition 


Value Range 


Initial 

Value ! 


Comments 


Smoothing (standard) 


0-1 


0 




Smoothing (text) 


0-1 


0 




ID code mode 


0-1 


0 




Secondary scan 

magnification 

adjustment 


0-1 


0 




Automatic two-sided 
mode 


0-2 


0 




APS priority selection 


0-2 


0 






0-2 


JPN:0 

US:0 

EUR:1 




ADF priority mode 
selection 


0-1 


0 




PM memory quantity 
secured 


0-1 


0 




romi rcgidicruig 




0 




Two-sided original 
document selection for 

BOOKS 


0-1 


0 




[UoJCKj Key original 
document size selection 


20-23 
28-37 


o 

38 
37 




[USER] key paper size 
selection 


4-7 

20-23 

28-37 


9 

38 
37 




Manual feed auto start 


0-1 


0 




Date format 


0-2 


0 




Sorter mode priority 
selection 


0-3 


0 




Adjustment 
magnification during 
editing 


0-10 


10 




Input image position 
during continuous page 
copying 


0-1 


0 
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Status Condition 


Value Range 


Initial 
Value 


Comments 


Entry mode priority 
selection 


0 


0 





10 

Preferably, the processor 235 also utilizes a number of settings for the MFP's basic operating characteristics. Table 
2 below sets forth a list of the preferred MFP 1 10a settings. 



Table 2 





Status Condition 


Value Range 


Initial Value 


Comments 




Auto-toner automatic adjustment (heat roller lamp ON) 


- 


- 




20 


Auto-toner sensor initial value adjustment 


0-255 


127 




Developing bias DC adjustment (Developing bias DC: ON) 


0-255 


128 






Grid voltage initial value adjustment (Main motor, dis- 
charger, charger, grid: ON) 


0-255 


128 




25 


Transfer transformer DC output, high Center and low 
adjustments 


0-255 


160 






Separation AC output, high, center and low adjustments 


0-255 


128 






Cleaner pre-discharging AC output adjustment 


0-255 


128 




30 


Laser automatic adjustment 


0-255 








Laser sharpness, minimum, maximum and center values 


0-255 


127 






Scanner secondary scan magnification 


0-255 


127 




35 


Scanner secondary scan displacement 


0-255 


127 




CCD primary scan displacement 


0-255 


128 






Halogen lamp lighting voltage setting 


0-15 


8 






White shading value display 








40 


Original document edge image cut - Basic PPC 


0-255 


127 


Basic PPC 




Original document edge image cut - Expansion PPC 


0-255 


127 


Expansion PPC 




Original document edge void gradation 


0-255 


128 




45 


Secondary scan magnification, main and resist motors 
speed fine adjustment 


0-255 


127 


PPC 




Laser firing position 0-255 


127 








Margins - Basic and Expansion PPC 


0-255 


127 




50 


Leading edge positions 


0-255 


127 






Aligning quantities 


0-255 


127 






Manual intensity fine adjustments 


0-255 


127 






Auto intensity fine adjustments 


0-255 


127 




55 


User intensity center curve setting 


[(-128) - (127)] x 17 








User intensity center curve selections 


0-15 


0 
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Table 2 (continued) 



Status Condition 


Value Range 


Initial Value 


Comments 


Foundation cut quantity fine adjustments 


0-255 


255 




Black standard value offset quantities 


0-255 


255 




Range correction B/W standard values 


0-255 


0 




Foundation range width adjustments 


0-15 


0 




Gamma correction 








Coefficient setting for LPF and HPF 


0-255x4 


0x4 




LPF and HPF settings for various enlargement/reduction 
modes 


0-255 


0 




Enlargement/reduction random interpolation 


0-63 


0 




During smoothing ON Halftone judgement threshold value 


0-255 


13 





The Host 1 1 0b has its own clock 320. The Host's processor, operating in accordance with the clock 320, is respon- 
se sible for periodically initiating a refresh of a status information database in the long term data storage device 240. This 
status information is obtained from the MFP 1 1 0a and stored in a database preferably in the non-volatile rewritable data 
storage device 240. 

The Host's fax/modem 260 is used for communicating status information to the remote monitoring computer 170. 
The fax/modem 260 is also used for sending fax jobs from the workstations 150 or originating from the MFP 1 10a, as 
25 well as receiving faxes which are generally printed by the MFP 1 10a. Thus, the processor 230 also tests the status of 
the fax/modem 260 before use and preferably queues outbound traffic. Preferably, notification has a higher priority than 
outbound faxes. 

Preferably, the Host 1 10b not only obtains the multifunction peripheral status information from the MFP's non-vola- 
tile rewritable data storage device 245 and stores this information in the database, but the processor 230, under pro- 
30 grammed control also maintains in the database a history of this status information, including a log of significant 
operational events in the MFP 1 10a. 

Furthermore, the Host 1 10b also preferably monitors and stores in the database information regarding the number 
of users who have submitted print and fax jobs, the number of print and fax jobs submitted per user, the average total 
print time for print and fox jobs over a selected time frame, version information of Host 1 10b software, and information 
35 concerning the Host's "hearth," status, resource allocation and usage statistics. 

Another feature of the remote monitoring system is that the technician, when using the remote monitoring worksta- 
tion 1 70 to connect with the Host 1 10b, can also modify some or all of the settings in Table 2 (depending on permissions 
granted). In addition, the remote monitoring workstation 170 can also be used to upload new versions of Host 1 10b soft- 
ware, including new versions of user interface information which are used by the Host 1 10b in conjunction with the MFP 
40 110a. 

Referring now to Figure 4, there is shown a flow chart of a process operating in the Host 1 10b in accordance with 
the invention. Preferably, the process is embodied as a program stored in the non-volatile rewritable data storage device 
240 and loaded into and run by the processor 230. 

After the program has been loaded (step 410), the program allows a technician to select a number of MFP status 
45 conditions to monitor (step 420). Preferably, this is accomplished by the technician accessing the Host 1 10b from a 
workstation 1 50 on the LAN 1 00 or the remote monitoring computer 1 70 via modem 260. Preferably, the technician may 
be notified of any of the status conditions in Table 1 and Table 2, and there is an option to provide the entire database. 

In step 425 the technician is allowed to designate a notification method. This preferably comprises designating the 
telephone number of the remote monitoring computer 1 70, but might also include designating a workstation 1 50 on the 
so LAN 100 to be notified. Preferably, saving to the removable storage medium may also be selected as the notification 
method. 

Next, the program allows the technician to select a number of trigger conditions to trigger notification (step 430). 
Preferably, the technician may select any of the status conditions in Table 1 and Table 2 to be used in these trigger con- 
ditions. The technician preferably may select particular values at which a trigger condition is to be met. For example, 
55 the technician might want to be notified when the fuser counter reaches a particular value. Preferably, the technician 
may select an increment for notification, such as to be notified every time the fuser counter reaches another thousand 
counts. 

In addition, the technician may select as a trigger condition an immediate call back. Such a trigger condition would 
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be useful where the technician use the remote monitoring computer 1 70 through a long distance telephone connection, 
and desires the Host to initiate the call to reduce the technician's costs. 

After the trigger conditions have been selected by the technician, the processor 230 preferably resets those trigger 
conditions needing to be reset (step 435). For example, incremental counters and temperature conditions are preferably 

5 reset. Once notification settings have been saved by the Host 1 10b (preferably to the non-volatile rewritable data stor- 
age device 240), the processor 230 begins a monitoring and notification loop. 

The loop begins (step 440) with the Host's processor 230 periodically generating a signal to the MFP's processor 
235 via the communications interface 210, the communications channel 205 and the communications interface 215 to 
request that the MFP's processor 235 to provide the status information stored in the data storage device 245. Prefera- 

io Hy, this step 440 is performed at a predetermined frequency in accordance with the clock 310 and a predetermined set- 
ting. 

Temporarily digressing now, the MFP's processor 235 is preferably also performing a programmed loop. Referring 
now to Figure 5, there is shown a flow chart of an MFP 1 10a process in accordance with the invention. After the pro- 
gram is started (step 510), the processor 235 determines a condition of plural predetermined operating aspects of the 
is MFP 1 10a (step 520). The processor 235 derives status information regarding the condition of the multifunction periph- 
eral (step 540), and updates the table in the non-volatile rewritable data storage device 245 with the status information 
(step 540). 

If the MFP 1 10a is to be shut down (step 550), the process will of course terminate (step 595). There may also be 
other reasons for stopping the process. 

20 If the process is to continue, then in step 570 the processor 235 checks if the Host 1 10b has requested the current 
status information (in step 445 of Figure 4). If so, then the processor 235 reads the status information from the data stor- 
age device 245 and transmits the status information via the communications interface 215 to the Hosts's processor 230. 
In either case, the loop continues by returning to step 520. 

Return now to Figure 4 and the program operating in the Host's processor 230, after the Host's processor 230 has 

25 generated the signal to the MFP's processor 235 to request the current status information (step 440), the Host's proc- 
essor 230 uses this status information to update the Host's MFP status database stored in the data storage device 240 
(step 445). 

Like the MFP 11 0a, if the Host 1 1 0b is to be shut down (step 450), the process will of course terminate (step 495). 
There may also be other reasons for stopping the process. 
30 If the process is to continue, then the processor 230 analyzes the status information database (step 455) and deter- 
mines if any of the trigger conditions have been met (step 460). If not, then the loop continues at step 440. 

Otherwise the processor 230 initiates a notification as indicated in the settings received in step 425 (step 465). 
Preferably, this comprises the Host 110b using its modem 260 for connecting to the remote monitoring computer 170 
and uploading the status information selected by the technician. Preferably, the status information is provided to the 
35 remote monitoring computer 1 70 in ASCII format or in a format native to the database. 

There may be occasions where the Host 1 10b is unable to complete notification of the remote monitoring computer 
1 70 (step 470). In such a case, the Host 1 1 0b preferably stores the status information regarding the conditions the tech- 
nician selected for monitoring on the removable storage medium (step 475). 

After notifying the remote monitoring computer 170 (or saving to the removable storage medium), the processor 
40 230 preferably resets those trigger conditions needing to be reset (step 460). 

Although exemplary embodiments of the present invention have been shown and described, it will be apparent to 
those having ordinary skill in the art that a number of changes, modifications, or alterations to the invention as described 
herein may be made, none of which depart from the spirit of the present invention. All such changes, modifications and 
alterations should therefore be seen as within the scope of the present invention. 

45 

Claims 

1 . A data processing system for printing print jobs originating from workstations on a computer network, for copying 
copy jobs and for scanning scan jobs to the workstations, the data processing system comprising: 

50 

(a) a multifunction peripheral for printing, copying and scanning, the multifunction peripheral comprising a 
paper tray, a display, a user input device, a first processor, a first data storage device for multifunction periph- 
eral program storage, a second rewritable data storage device for short term storage and a third non-volatile 
rewritable data storage device, a first communications interlace and a first clock for generating a first clock sig- 
55 nal to the first processor, wherein the multifunction peripheral programs include instructions for causing the first 

processor to: 

(i) determine an operating condition of plural predetermined aspects of the multifunction peripheral, 
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(ii) derive status information regarding the operating condition of the multifunction peripheral. 

(Hi) update the third non-volatile rewritable data storage device with the status information, 

(iv) read the status information from the third data storage device and transmit the status information via 

the first communications interface; and 

5 

(b) a Host for sending print jobs to the multifunction peripheral for printing and for receiving scan jobs, the Host 
comprising a second processor, a fourth rewritable non-volatile data storage device for storing Host programs 
and data and a fifth rewritable memory for short term storage, a second communications interface coupled to 
the communications interface of the multifunction peripheral by a communications channel, a third communi- 
10 cations interface for communicating with a remote monitoring computer and a first clock for generating a sec- 

ond clock signal to the second processor, wherein the Host programs include instructions for causing the 
second processor to: 

(i) allow a technician to select plural status conditions of the multifunction peripheral to monitor, 
is (ii) allow the technician to designate a notification method for the remote monitoring computer, 

(Hi) allow the technician to define plural trigger conditions to trigger notification of the remote monitoring 
computer, 

(iv) periodically generate a signal to the first processor via the second communications interface, the com- 
munications channel and the first communications interface to request that first processor provide the mul- 

20 tifunction peripheral status information stored in the third data storage device, 

(v) refresh a status information database in the fourth rewritable non-volatile data storage device from the 
status information received from the third data storage device in the multifunction peripheral, and 

(vi) analyze the status information database to detect if any of the selected trigger conditions have been 
met and if so, then initiate a notification of the remote monitoring computer through the third communica- 

25 tons interface for providing the status information regarding the status conditions the technician selected 

for monitoring. 

2. A data processing system as set forth in claim 1, the Host further comprising a removable storage device and a 
removable storage medium, and if the Host is unable to connect with the remote monitoring computer, then the 

30 Host stores the status information regarding the status conditions the technician selected for monitoring on the 
removable storage medium. 

3. A data processing system as set forth in claim 2, the removable storage medium comprising a floppy disk and the 
removable storage device comprising a floppy drive. 

35 

4. A data processing system as set forth in claim 1 , wherein the third data storage device comprises an NVRAM. 

5. A data processing system as set forth in claim 1, wherein the first data storage device further includes programs 
for causing the processor to monitor the user input device, and upon a predefined entry in the user input device, to 

40 display the selected status information on the display. 

6. A data processing system as set forth in claim 1 , wherein the second processor sends the status information to the 
remote monitoring computer in ASCII format. 

45 7. A data processing system as set forth in claim 1 , wherein the processor sends the status information to the remote 
monitoring computer in a database format. 

8. A data processing system as set forth in claim 7, wherein the Host transmits the entire status information database 
to the remote monitoring computer. 

50 

9. A data processing system as set forth in claim 1 , wherein the third communications interface comprises a modem. 

10. A data processing system as set forth in claim 1, wherein the first communications interface and second commu- 
nications interface comprise SCSI interfaces. 

55 

1 1 . A data processing system as set forth in claim 1 , wherein the status information includes any of the items in Table 
land Table 2. 
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1 2. A data processing system as set forth in claim 1 , wherein the trigger conditions may regard any of the items in Table 
1 and Table 2. 

1 3. A data processing system as set forth in claim 1 , wherein the database include a history of multifunction peripheral 
5 events. 

14. A method of notifying a remote monitoring computer of the status of a multifunction peripheral, the multifunction 
peripheral for printing, copying and scanning, the multifunction peripheral comprising a paper tray, a display, a user 
input device, a first processor, a first data storage device for multifunction peripheral program storage, a second 

10 rewritable data storage device for short term storage and a third non-volatile rewritable data storage device, a first 
communications interface and a first clock for generating a first clock signal to the first processor, the Host for send- 
ing print jobs to the multifunction peripheral for printing and for receiving scan jobs, the Host comprising a second 
processor, a fourth rewritable non-volatile data storage device for storing Host programs and data and a fifth rewri- 
table memory for short term storage, a second communications interface coupled to the communications interface 

75 of the multifunction peripheral by a communications channel, a third communications interface for communicating 
with a remote monitoring computer and a first clock for generating a second clock signal to the second processor, 
the method comprising: 

(a) in the multifunction peripheral, performing the steps of: 

20 

(i) determining an operating condition of plural predetermined aspects of the multifunction peripheral, 
00 deriving status information regarding the operating condition of the multifunction peripheral, 
(Hi) updating the third non-volatile rewritable data storage device with the status information, and 
(iv) reading the status information from the third data storage device and transmit the status information 
25 via the first communications interface; and 

(b) in the Host, performing the steps of: 

(i) allowing a technician to select plural status conditions of the multifunction peripheral to monitor, 
30 (ii) allowing the technician to designate a notification method for the remote monitoring computer, 

(Hi) allowing the technician to select plural trigger conditions to trigger notification of the remote monitoring 
computer, 

(iv) periodically generating a signal to the first processor via the second communications interface, the 
communications channel and the first communications interlace to request that first processor provide the 

35 multifunction peripheral status information stored in the third data storage device, 

(v) refreshing a status information database in the fourth rewritable non-volatile data storage device from 
the status information received from the third data storage device in the multifunction peripheral, and 

(vi) analyzing the status information database to detect if any of the trigger conditions have been met, and 
if so, then initiating a notification of the remote monitoring computer through the third communications 

40 interface for providing the status information regarding the status conditions the technician selected for 

monitoring. 

15. A method of notifying a remote monitoring computer of the status of a multifunction peripheral as set forth in claim 
14, the Host further comprising a removable storage device and a removable storage medium, the method further 

45 comprising, if the Host is unable to connect with the remote monitoring computer, then the Host storing the status 
information regarding the status conditions the technician selected for monitoring on the removable storage 
medium. 

16. A method of notifying a remote monitoring computer of the status of a multifunction peripheral as set forth in claim 
so 1 5, the removable storage medium comprising a floppy disk and the removable storage device comprising a floppy 

drive. 

17. A method of notifying a remote monitoring computer of the status of a multifunction peripheral as set forth in claim 
1 4, the method further comprising, in the multifunction peripheral, monitoring the user input device, and upon a pre- 
ss defined entry in the user input device, displaying the selected status information on the display. 

18. A method of notifying a remote monitoring computer of the status of a multifunction peripheral as set forth in claim 
14, further comprising, in the Host, sending the status information to the remote monitoring computer in ASCII for- 



13 



EP0 859489 A2 

mat. 

19. A method of notifying a remote monitoring computer of the status of a multifunction peripheral as set forth in claim 
14. further comprising, in the Host, sending the status information to the remote monitoring computer in a database 

5 format 

20. A method of notifying a remote monitoring computer of the status of a multifunction peripheral as set forth in claim 
19, wherein the Host transmits the entire status information database to the remote monitoring computer. 

10 21. A method of notifying a remote monitoring computer of the status of a multifunction peripheral as set forth in claim 
14, wherein the status information includes any of the items in Table 1 and Table 2. 

22. A method of notifying a remote monitoring computer of the status of a multifunction peripheral as set forth in claim 
14, further comprising, in the Host, sending , wherein the trigger conditions may regard any of the items in Table 1 

15 and Table 2. 

23. A method of notifying a remote monitoring computer of the status of a multifunction peripheral as set forth in claim 
14, further comprising, in the Host, storing in the database a history of multifunction peripheral events. 
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